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ABSTRACT 

Bullying is a critical public health issue that has a harmful impact on people's mental, social, and physical health. 
Advancements in technology has expanded the social media usage by teenagers, and at the same time communication 
via online interface has given them exposure to a new type of bullying i.e.,cyberbullying,  To assist children, parents, and 
teachers in addressing cyberbullying, a variety of prevention and intervention resources have been established, including 
websites, guidelines and intervention programs etc. Although parents and children are open to sharing their experiences 
with bullying with appropriate health care professionals, this information need to be treated with respect and 
compassion. Examining the present state of cyberbullying prevention proposing future guidelines is the goal of this 
research article. 
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INTRODUCTION 
Bullying is an important public health issue that has drawn a lot of study interest for many years. Cheers 
to the boon of this era of technological advancement, where use of social media and communication 
through online interfaces such as facebook, instagram etc, has increased excessively. Of around 7.4 billion 
internet users worldwide in 2017, Asia represents the greatest proportion, accounting nearly 49 percent 
users [1]. In India, we have more than five and a half billion consumers of internet, which has made us 
world’s second largest online market with only China to lead us[2].According to a UNICEF poll, an 
increase in Cyberbullying is directly proportional to the number of users and it is a grave concern that 
more than one third of children in 30 countries worldwide are bullied using the internet [3].Compared to 
physical or emotional bullying, online bullying is more dangerous. Its overall effect on an individual is 
more humiliating. In cyberbullying the number of bystanders is huge but the target cannot escape 
him/herself from the offender by taking shelter into the safe and secure environment of home unlike in 
traditional bullying. In addition to this, the perpetrator has an advantage of concealment and inflicting 
any violence of any intensity.  So, it is very important to have certain legal acts and guideline in place for 
curbing this menace. According to reports on mass media, in one of such incidents, in 2016, in the month 
of November, Ooshmal Ullas, a medical undergraduate aged 23 years, at one of the Medical Colleges in 
Southern Indian state, Kerala, tried to take his life by jumping after being cyberbullied over a Facebook 
message and sustained injuries on her spinal column, legs, and skull [4]. In another such incident, on 
January 9, 2018, a 20-year-old female of Hindu religion in Karnataka committed suicide after getting 
posts of offensive messages on WhatsApp owing to her friendship with a non-Hindu male [5].Also, came 
in media an episode associated with Instagram on 4th May’2020, in which a boy aged 15years, associated 
with a group named  'Bois locker room,’ shared pictures of minor girls and passed indecent statements. 
Eventually he was put in prison by Delhi police [6]. 
In addition to above instances, a seventeen-year-old girl took her life on June 26, 2014 after her group-
mates, Satish and Deepak, altered her photos and forwarded them on Facebook alongside her mobile 
number[7]. 
A number of cases of such kind are reported each year, and the grave fear is the escalating digits of 
suicides because of cyberbullying. Cyberbullying victims report higher levels of despair, anxiety, risky 
behaviour, and suicidality than their peers [8-13]. Bullied children experience significant levels of anxiety, 
externalizing and depressive thoughts/actions. Furthermore, there is a strong correlation between direct 
bullying and victimization and with victimisation from cyberbullying [14,15]. In response to these results, 
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resources for prevention and intervention are being created, ranging from websites and tip sheets to 
lesson plans for the classroom.  
Cyberbullying Prevention - Present Scenario  
Social networking sites emerged as a While the social networking sites act as a blessing during the time of 
a pandemic like Covid 19 and propelled a two way system for information, education and communication 
for the students as a facilitator of their learning. On the other hand at the same time, online platforms 
acted as a stage to showcase their violent behavior to cybervictimize the targets in various forms. These 
technical advances are very helpful and advantageous if used in an appropriate way but their misuse can 
place psychological safety and well-being of users at a very high risk. Over a period of time, Government 
of India has sprung various schemes such as Nirbhaya Scheme, CCPW Scheme, I4C Scheme; National 
cybercrime reporting portal- a national level reporting portal and helpline numbers especially for women 
and children. Government has also done pertinent revisions the required legal provisions of the IT Act 
and Indian Penal Code 1860 against the cyberbullying to stop this menace.  
Governments of many states and Union territories like Delhi, Assam, Madhya Pradesh, and Jammu etc. 
have also launched various movements to create awareness regarding cyberbullying. Some of them are  
http://www.cybercelldelhi.in/ 
http://www.indorepolice.org/cyber-crime.php 
https://ifflab.org/how-to-file-a-cyber-crime-complaint-in-india/ 
 
CCPW Scheme [16] 
 
 
S.No 

 
 
Components 

 
 
Description 

1 Online Cybercrime 
reporting Unit 

It endorses accountability for not only hassle free reporting of any illicit act 
done online but also performing its advance inquiries. 

2 Forensic Unit I is comprised of a professional group for the investigation of a report of a 
cybercrime and is on duty round the clock and is easily reachable to each 
and every region of India. 

3 Capacity Building 
Unit 

This is a specific unit that needs a specialization in inquiries, recognition as 
well as forensics to timely control the offenders for which fund is at the 
disposal of a state.   

4 Research And 
Development Unit 

This unit takes initiative to mend the research development and technical 
advances to support a stress-free and prompt uncovering of even a highly 
frightening cybercrime conditions. 

 
IT Act:  
Various section of IT act are written below [16]. 

S.No Laws Description 
1 IT act, 

section 66 A 
This section of  the act includes  punishment of  an individual engaged in 
insulting, offensive, or harmful messages which may result in infuriation, 
humiliation, damage, hostility, hate, bullying, troublesomeness, or trickery 
utilizing the internet or any other platform 

2 IT act, 
section 66 C 

It embraces the punishment for stealing of personal identity password stealing 
or any kind of imitation and fraud while using any signature or password 
electronically of another person. 

3 IT act, 
section 66 D 

It is associated with related to the deceiving by imitating on social media. 

4 IT act, 
section 66 E 

This is related to breach of privacy or disrespect of privacy of an individual in 
digital mode. 

5 IT act, 
section 67 and 
67A 

This deals with reproducing or disseminating digital content which is sexual in 
nature.  

6 IT act, 
section 67 B 

This is associated with involvement of children performance or behavior of a 
sexual nature on electronic media.  

7 IPC 
Section 292A 

This part of the act relates to individuals involved in publication of 
totallyoffensive or scandalous material or matter intentional for extortion 
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8 IPC Section 354 
A- 

This deals with sexual pestering as unsolicited physical touch or to show 
pornography 

9 IPC Section 354 
D- 

It is related to digital following of another person's contact in spite of clear 
disapproval.  

10 IPC Section 499 This section includes defamation performed to harm others by using online 
media 

11 IPC Section 507 In this section unknown person’s illegal intimidation is dealt  
12 IPC Section 509 In this section, people who disrespect person of female gender by using 

insulting language and actions or producing any voices.    

Government of India has taken an innovative step by launching National cyber -crime reporting portal 
(NCCR) portal. This portal is meant to for victims, especially women and children to report any kind of 
condemnation. In addition to this, UGC has also published some guidelines for educational institutions 
related to anti-bullying which are meant to be followed strictly.  
Cyberbullying Prevention – Future Directions  
After concluding from the results of a number of research studies, researchers have come up with a 
number of endorsements on how to manage with cyberbullying. These recommendations are for various 
groups who directly or indirectly get a blow of cyberbullying. It can be victims, parents, bystanders 
and/or educators.  These commendations are for prey like "avoid reading posts sent by cyberbullies, for 
parents like creating more awareness among parents so that their kids can stick to the safety policies to 
use the internet, delivery of state of the art rigorous training for staff regarding cyberbullying and last but 
not the least, launching of a prevention program at school or university level [17-19]. Furthermore, 
according to Ortega-Ruiz et al. (2012), there are some techniques which can enhance the effectiveness of 
these programs like:  
1) Appropriate Guidelines, rules, regulations, protocols etc., should be in place and process 
2) Online interpersonal skills and awareness should be focused and improves for students and staff.  
3) Creating a physical and psychological safe and secure learning environment; and 
4) Enhancing partnership among school, family, and community to boost alliance among students, 
families, and local organizations. [20]. 
Cyberbullying and cyber safety prevention programmes are only now being developed and evaluated. 
Information on Websites can help parents to a great extent learn about the best ways to protect their 
children from this cyberbully ghost, but most of the content on the internet is supported by research and 
are frequently promoted by companies that sell products. Also the research evidence generated is very 
new and not tested in long term. So, this information may be dangerous to be applied in its original form. 
Parents, educators, school administrators, and healthcare professionals should be very careful when they 
procure data from these websites and should rely on information provided by authentic and genuine 
government and other organizations that routinely utilizes research evidence to generate guidelines and 
disseminate to the general public.  
To assist schools in implementing these programmes, health professional should be skillful and 
knowledgeable of the negative effects of cyberbullying and what should be done to deal with its victims. 
Stronger legislation to combat cyberbullying is also required. Health care professionals need a lot more 
guidance to stop the chronic health effects of bullying on juveniles. Although wards and their parents are 
keen to share their experiences of bullying with healthcare professionals, such disclosures must be 
treated with dignity. To encourage these confessions, health care providers should include questions 
about bullying on their intake forms. 
Results of many studies have discovered that although educators thought cyberbullying was a problem, 
they were unaware of the ways and places where kids engaged in it. More rigorous awareness campaigns 
and training programs are needed for the teachers to prepare them to tackle with this growing problem. 
Health care providers must be aware of the detrimental effects of cyberbullying and how to deal with its 
victims in order to support schools in implementing these programs. Stronger legislation that addresses 
cyberbullying is also needed.In order to stop the long-term health effects of juvenile bullying, health care 
professionals need a lot more guidance. Although parents and children are open to sharing their 
experiences with bullying with their healthcare professionals, such disclosures must be treated with 
respect. To promote these disclosures, health care practitioners need to ask about bullying on the intake 
forms. Questions should include whether or not young people bully others or are bullied themselves, how 
long the bullying has been going on, where it is taking place (such as school, online, or in sports), and how 
the bullying has affected the young people's mental, physical, and social health. Health care professionals 
should speak with parents about setting reasonable screen time limits, monitoring how their children use 
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technology, discussing security and confidentiality while using internet, with them, and discovering the 
reasons on why their wards are not comfortable in sharing with them about their experiences on the 
internet in relation to cyberbullying. Further exploration on the various methods used by schools, 
communities, and health care providers to combat cyberbullying is needed in order to decide how to 
intervene most effectively. 
 
CONCLUSION 
The number of person affected by cyberbullying is increasing day by day and at the same time many 
people are not even aware of various legal acts available to help them. More education needs to be 
imparted to create awareness regarding the same and at the same time we need to create stronger 
legislation to combat cyberbullying to curb this problem from its root. 
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